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Abstract: Growing exposure of adolescents to the digital environment has heightened the need to develop effective cybersecurity
literacy education. Nevertheless, current instructional approaches are still largely grounded in theoretical methods and provide
little practical experience, especially when it comes to embedding Problem-Based Learning (PBL) in digital learning materials such
as e-modules. To address this, the current study aims to map research directions, identify gaps, and examine how PBL-focused
cybersecurity literacy e-modules have evolved through bibliometric analysis. The data were collected from the Scopus database
covering the years 2015 to 2025 and were analyzed using VOSviewer and Bibliometrix, with PRISMA-based screening. The analysis
shows a clear increase in publications after 2019, primarily focusing on technical cybersecurity, cybersecurity education, and digital
learning technologies. However, the use of project-based learning in cybersecurity literacy and e-module design remains limited
and fragmented, indicating a conceptual gap between pedagogical approaches and cybersecurity content. Therefore, the study
indicates that integrating problem-based learning into structured electronic modules may strengthen adolescents' critical thinking
and problem-solving skills, providing a coherent framework and evidence-based guidance for further educational improvement.
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INTRODUCTION

Adolescents are a highly active group of internet users, yet vulnerable to various online risks such as
fraud, account hacking, online sexual exploitation, cyberbullying, and misuse of personal data. A review of
internet safety education programs for adolescents shows that the forms of online harm targeted by these
programs are diverse, including cyberbullying, sexting, online sexual exploitation, fraud, and hacking. Therefore,
cybersecurity literacy education needs to be designed with appropriate, evidence-based messages to be relevant
to real-life risk dynamics (Finkelhor et al., 2021; Sun et al., 2026). Systematic reviews indicate an increasing
emphasis on cybersecurity awareness in youth due to heightened online security risks from widespread internet
access (Quayyum et al., 2021; Rodriguez-Correa et al., 2025). Despite its high urgency, cybersecurity education
in schools often remains one-way, informational, such as lectures or counseling, and lacks practical experience,
even though cybersecurity competency is closely linked to the ability to apply safe procedures in real-world
situations. Some studies of students between the ages of 12 and 18, based on surveys, show that although
students have some knowledge of safe internet practices, this is not aligned with or reflected in their day-to-
day internet practices and behaviors. Therefore, the surveys advocated incorporating formal safe internet
practices into the school curriculum and indicated the need to develop and increase teachers' skills so they can
promote safe internet practices and behaviors among students (Lazarov et al., 2025; Panjani & Mudgal, 2025).
Time should not be a concern for educators limiting their activities, as continuing advancements necessitate
that educators remain aligned with and responsive to prevailing situations and educational contexts (Prasetia,
2023).

In the area of digital education, systematic literature reviews (SLRs) do more than show what research
has been done. They also highlight the challenges that come with online modifications of standard teaching
materials. The development of educational designs that include lower levels of interactivity generally leads to
lower levels of learner engagement. Thus, a less interactive design necessitates a more learner-centered design
that aims to create and enhance experiential learning. Such a design creates and encourages learners to engage
more actively in the learning process (Ahmed et al., 2024; Tan et al., 2025). Because case-oriented learning
places students in complex, genuine problem situations, it is considered vital for developing students'
cybersecurity literacy. This type of learning allows students to develop and reinforce critical skills such as
reasoning, teamwork, and self-directed learning to address and overcome the challenges presented by the ever-
changing nature of cyber threats. This problem-based learning approach further promotes the development of
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critical analytical skills, strengthens cognitive flexibility, and encourages active, meaningful student engagement
by delivering contextualized, hands-on learning experiences. In cybersecurity education, instructional models
and teaching frameworks that emphasize hands-on practice and learner engagement through interactive
learning settings are more effective than traditional approaches at developing practical, job-relevant skills.
Specifically, this advantage is supported by evidence reported in studies (Khalil & Abuzir, 2024; Sockalingam et
al., 2025). Recent findings indicate that the effectiveness of PBL is shaped by problem design, the chosen
implementation approach, and the learning setting, and it frequently improves critical thinking and application
abilities relative to traditional methods. It has been shown that PBL design must be conducted through
systematic, context-sensitive planning to accommodate variability in student characteristics, problem
complexity, and learning quality (Hafizah et al., 2024; Sisrayanti et al., 2024). Variations in student
characteristics, problem complexity, and learning quality will continually yield differences in outcomes; thus, PBL
design must be undertaken through careful and systematic planning related to the specific context (Lu & Singh,
2024).

Within the growing body of literature on cybersecurity education, current research suggests that much
of the work focuses on general or higher-education contexts. Meanwhile, the systematic, structural integration
of cybersecurity education into primary and secondary school levels remains insufficiently treated and only lightly
examined in global reviews. Integrating cybersecurity into formal education is frequently fragmented and fails
to clearly define the competencies required to support students' development from primary through secondary
levels. As a result, there is an urgent need for a more structured and sustainable curriculum framework
(Panagopoulos et al., 2023; Taha & Dahabiyeh, 2021). Furthermore, when analyzing the current state of
cybersecurity education, including the available research on larger-scale curriculum development, focus on
effective teaching strategies, such as interactive or scenario-based learning, workshops, and project-based
strategies, constitutes only a small part of what is available. A majority of the literature focuses on the use of
these strategies in the context of out-of-school activities, and very few of these strategies have been developed
as comprehensive digital resources. One example is the e-modules that present context-based, real-world
scenarios and the steps that can be followed to solve them (Arishia et al., 2024). Considering academic
evaluations, current scholarship shows that while digital modules and app-based cybersecurity education
frameworks have been studied, creating consistent and valid assessment frameworks that include competency
indicators based on a Problem-Based Learning (PBL) model remains highly underdeveloped. Accordingly, the
majority of studies in cybersecurity education have focused on measuring students' understanding of basic
digital security vocabulary and constructs. Even so, these studies do not assess students' ability to think critically
and solve problems, nor their ability to use risk mitigation techniques in the context of the real world.

More recent research has shown that assessment in cybersecurity education continues to focus on
evaluating awareness and understanding, while elements of performance, including assessment of decision-
making within real-world scenarios, have yet to be incorporated into learning evaluation frameworks (Salahdine
& Kaabouch, 2019; Baioni et al., 2024). Furthermore, a methodological meta-analysis found that most selected
studies focus on solitary techniques, including gamification and mobile app development, and fail to meaningfully
discuss pedagogical techniques that incorporate problem-based learning and the construction of cybersecurity
literacy e-modules. This has resulted in a profound gap in the application of active learning and the scaffolding
of digital resources, which has the potential to restrict the outcome of investigations to formal learning design
in secondary education (Mukherjee et al., 2024). The literature shows that cybersecurity literacy e-module
designs that consistently integrate Problem-Based Learning (PBL) approaches for adolescents remain limited
and poorly structured. Most studies focus more on improving conceptual knowledge than on measuring problem-
solving skills and implementing security strategies in authentic situations. Furthermore, there is no integrated
pedagogical framework that connects PBL principles with academically replicable digital module designs.
Therefore, a comprehensive synthesis of cross-disciplinary studies is crucial for formulating pragmatic, evidence-
based recommendations for advancing formal learning initiatives targeting adolescents. Given the identified
research gaps, this investigation aims to conduct a systematic and methodologically rigorous literature review
to provide a comprehensive assessment of the current and future landscape of cybersecurity education (Sulich
et al., 2023; Sulich & Sotoducho-Pelc, 2025).

METHODS

This research uses a bibliometric analysis approach, employing quantitative methods to evaluate and
map the development of the scientific literature based on publication databases, citations, keywords, and
collaborative relationships between authors and countries (Donthu et al., 2021). Bibliometric analysis enables
the identification of research growth patterns, the intellectual structure of a field, and thematic trends in the
evolving state of affairs over time in an objective, data-based manner (Aria & Cuccurullo, 2017; Ali et al., 2025).
This approach was chosen because it provides relevant data output that provides a comprehensive picture of
the dynamics of research on cybersecurity literacy, problem-oriented learning, and the development of electronic
modules in the context of youth education.
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Bibliographic data were extracted from internationally recognized scientific databases, Scopus and/or
Web of Science. These two resources are the most familiar and most referenced in bibliometric studies to ensure
quality control of bibliometrics and citations, as well as coverage of international journals (Mongeon & Paul-Hus,
2016; Shaikh & Giingdr, 2025). The search method was formulated using various combinations of keywords
and Boolean logic, such as: "cybersecurity literacy” OR "cybersecurity education” AND "problem-based learning"
OR "PBL" AND "e-module" OR "digital module" AND "adolescents" OR "high school". To help monitor the growth
of the research, a time frame for the publications of 2015-2025 was established. All search results are exported
in a bibliographic format (CSV or BibTeX) that includes authors, titles, year of publication, source, abstract and
keywords, and citation count. The dataset is then processed to remove duplicates, harmonize authors, and fix
metadata inconsistencies. Data cleansing is the most important step in bibliometric analysis primarily because
it establishes the foundation to yield accurate results in network mapping and scientific visualization (Zupic &
Cater, 2015; Alhuay-Quispe et al., 2022). The document identification and screening process was conducted
continuously to ensure alignment of the documents with the research. This step entails initial document
identification in the database, removal of duplicates, title and abstract screening, and making the final inclusion
decision based on relevance to the research. The process used to select the data is illustrated in Figure 1.

[ Identification of studies via databases and reaisters ]

Records removed before screening:
Duplicate records removed (n = 122)

Records identified from:
Databases (n = 1090)
Registers (n = 46)
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|
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Figure 1. PRISMA on Artificial Intelligence in Education Publication

In relevant studies, selection of manuscripts alternates with the public relations and integrated scanning
model (PRISMA) to meet PRISMA standards for flexibility and methodological rigor. During the identification
process, approximately 1,136 records were created, including 1,090 primary articles with 46 additional records
from secondary databases. A preliminary sifting and cleansing process identified and eliminated 469 records
(41.29%). Duplicate records (n = 122) were reviewed and excluded by automated systems (n = 146) and by
the reviewers (n = 201). In total, 667 records (58.71% of total records) moved to the next step of title and
abstract filtering. To apply a selection method that is precise, rigorous, and meaningful, a large number of
irrelevant and overlapping publications present a primary challenge to contemporary systematic reviews of the
literature (Kolaski et al., 2023).

During the screening process, 107 records, or 16.04% of the screened articles, were categorized as
irrelevant, resulting in 560 reports (49.29% of the original total) requiring full-text retrieval. Subsequently, full-
text reports were not retrieved for 136 reports (24.29% of those requested). Thus, 424 articles (37.32% of the
original total) were reviewed for eligibility. Based on the reviews, 117 articles (27.59% of the reviewed articles)
were removed. Of the 117 articles removed, 50 (n = 50) had mismatched themes, 45 (n = 45) had irrelevant
abstracts, and 22 (n = 22) did not meet eligibility criteria. Based on the review process, 307 articles, constituting
72.41% of the articles reviewed for eligibility and 27.03% of the total articles, were incorporated in the final
analysis. The multistage filtering process underscores the importance of methodological screening in bibliometric
research conducted in rapidly growing fields with a high degree of fragmentation (Ma & Ismail, 2025).

The final stage included 307 studies selected for the systematic review following the specified criteria.
This methodology helped eliminate bias by refining the screening design and selection process used to include
studies in the systematic review. After completing the selection process, VOSviewer was used to analyze the
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data and demonstrate co-authorship networks, co-citations, and keyword occurrences to elucidate thematic
clusters and identify intellectual linkages among the selected studies (Van Eck & Waltman, 2010; Hassan &
Duarte, 2024). Additionally, the Bibliometrix software package, an R package, is employed for advanced
descriptive analysis, such as annual publication trends, the most productive journals, and the most influential
authors and institutions (Aria & Cuccurullo, 2017). This study design is based on principles of transparency,
replicability, and methodological rigor. These principles are illustrated in Figure 2.

Research Design .
Bibliometric analysis of research on Data Collection Data Extraction
cybersecurity literacy, problem- Scopus database (2015-2025). > Selgcted peerjrewewed
based learning, and digital modules Keywords: Cybersecurity journal articles—
in secondary education. A literacy, PBL, e-module, excluded irrelevant and
screening process inspired by secondary education. duplicate records.
PRISMA was used.

Interpretation v Data An;lgly_sis _ Research Procedure
Identification of trends, research OSviewer & Bibliometrix Data exported (CSV/BibTeX).

gaps, and future development | ¢ usedhfor H_e”d' citl?tion, co- Metadata cleaned and
directions. authors ;ﬁ% I?/gﬂs eyword standardized.

A

A

Figure 2. Research Flowchart

The research workflow begins with study design and bibliometric analysis, alongside data collection from
the Scopus database covering the years 2015 to 2025. This is followed by article screening based on the PRISMA
methodology. The subsequent workflow steps include the extraction and refinement of metadata, data
normalization, and analysis through the Bibliometrix package to reveal citations and collaborations and the
research area's conceptual framework. This figure substantiates the claim that the methodological framework
for bibliometric research was systematically and holistically applied at each step to maintain the integrity of the
research corpus, minimize research bias, and enhance the methodological rigor of bibliometric research (Donthu
et al., 2021).

RESULT AND DISCUSSION

Research on educational cybersecurity literacy has revealed a pronounced, sustained pattern in recent
years, particularly in embedding digital security content into school curricula and building students'
competencies. A recent study highlighted the need to develop a more structured and integrated cybersecurity
education framework at the secondary level, both to equip students to address increasingly complex digital risks
and to build competency readiness in a technology-driven economy (B. J. Blazi¢ & Blazi¢, 2024). In addition,
research examining how cybersecurity awareness practices and barriers are defined within educational
institutions has highlighted the need for a more structured and flexible pedagogical approach that can respond
to continually evolving digital threats (Arishia et al., 2024).

The bibliometric findings presented in this study are supported by empirical research demonstrating
that embedding cybersecurity curricula in educational systems is not only relevant but also essential, given the
limitations of available resources, the need for age-appropriate instructional materials, and the lack of
pedagogical support in secondary educational institutions (Childers et al., 2025). Moreover, even in the
curriculum setting, European research indicates that cybersecurity subjects are often kept separate from the
formal structure of the school curriculum, despite the substantial risks. This situation calls for a more holistic
and context-sensitive approach to learning (A. J. BlaziC & Blazi¢, 2024). In addition to assessing thematic
frameworks and considering conceptual linkages, it is also necessary to ascertain the geographical distribution
of academic contributions to cybersecurity literacy in educational contexts. This author country mapping exercise
will enable the location of knowledge production and the emerging patterns of global research collaboration
concerning the advancement of the area of study to be identified.

The leading three countries are the United States, the United Kingdom, and Italy, and the United States
has the greatest advantage, as seen in single-country publications (SCPs) and multi-country publications (MCPs),
which show the United States taking the largest role in funding research in this area. The presence of European
and some Asian nations in the top ranks supports the statement that research in educational settings and
cybersecurity is a global research priority (A. J. Blazi¢ & Blazi¢, 2024). The large number of MCPs also indicates
active international research collaborative networks (Samodra et al., 2026). These results clearly demonstrate
that progress in cybersecurity literacy within education is still primarily shaped by developed countries (Aksnes
et al., 2019; Humied, 2023). Limited contributions from developing nations present the chance to enhance
regional research driven by collaboration. Analysis of the authors' distribution map reveals leading researchers
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who have contributed significantly to the body of work on empirical studies of educational context-related
cybersecurity literacy. These researchers are credited with empirical studies based on their Scopus research
citations and their publication records in the cited work (Oktarina et al., 2025; Kumar, 2025; Rodriguez-Correa
et al., 2025). This identification is essential for understanding the key figures who have driven the conceptual
and methodological development of this discipline (Bahlamar, 2024; Tran, 2026). The following table captures
ten leading researchers of cybersecurity literacy from a bibliometric perspective by way of the h-index, g-index,
and m-index; total citations; and publications. This inclusion enhances research evaluation metrics by providing
a value-added perspective on researchers' publication records in terms of quality and quantity, and by
highlighting contextual research excellence and leading researchers in educational context-related cybersecurity
literacy. Table 1 shows the key researchers in the field of educational cybersecurity literacy.

Table 1. Top Ten in the Cybersecurity Space
Author h-index g-index M-index TC NP

Vykopal J 10 16 1.429 355 16
Celeda P 10 14 1.429 341 14
Svabensky V 10 15 1.429 348 15
Beuran R 7 9 0.636 266 9
Deng Y 7 9 0.778 205 9
Ahmed I 5 8 0.455 92 8
Crick T 5 5 0.625 98 5
Herman GL 5 9 0.556 93 9
Huang D 5 5 0.556 123 5
Kaza S 5 8 0.455 70 13

Below, Table 2 shows the top 10 countries making the most significant impact in the field. This is
assessed primarily using the h-index, g-index, total citations (TC), and number of publications (NP). The key
researchers in this field are J. Viykopal, P. Celeda, and V. Svabensky, who have the highest number of citations,
indicating research productivity and impact. R. Beuran and Y. Deng also have research productivity in the field
of educational cybersecurity literacy, and their work has been cited a considerable amount. There is a notable
difference in the value of the m-index, indicating rapid growth in overall research in this field and correlating
with overall growth in research on cybersecurity literacy. In addition to the analysis of the spatial distribution,
this also includes an analysis.

Table 2. Top Contributing Countries in Cybersecurity

Countries Articles Articles %
USA 165 15.1
United Kingdom 27 2,5
Italy 24 2,2
India 16 1.5
Czech Republic 15 14
China 13 1,2
Germany 13 1,2
Malaysia 13 1,2
United Arab Emirates 11 1,0
Indonesia 10 0,9

Table 2 shows the countries with the most research on cybersecurity and education literacy. The United
States published 165 papers (15.1%) and holds the most considerable dominance for the most impactful work
on the world stage for research on cybersecurity education, followed by the United Kingdom (27 papers; 2.5%)
and Italy (24 papers; 2.2%), as participants in this research activity from Europe. India (1.5%) and the Czech
Republic (1.4%) have also published papers, and exemplify the diversification of this research. In general, it
can be said that the developed countries primarily do this research. In contrast, the increasing participation of
developed countries indicates the beginning of a process of international participation by developing countries
in research production, as stated in a Scopus-based bibliometric study (Abdollah et al., 2025).

Countries in Asia, specifically China (1.2%), Malaysia (1.2%), and the United Arab Emirates (1.0%),
showed positive participation rates. Meanwhile, Indonesia (0.9%) represents the participation rate typical of
developing countries. Overall, the results show that research output is generally concentrated in developed
countries, especially the United States and Western Europe, and that research from Asia is relatively more
important. This reflects the developed countries having the infrastructure for research and the global sentiment
of having cybersecurity literacy as a priority area of concern in education. These results agree with findings that
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the United States has the highest contribution to cybersecurity research and that the concentration of research
output is mainly in developed countries (Loan et al., 2021). Figure 3 provides a general overview of the dataset
and complements the country-level productivity analysis. The overview creates a general bibliometric profile for
the years 2015-2025 for cybersecurity literacy research in education. It captures the timing of publications, the
total number of sources, the total number of documents, the annual growth rate, authors, collaboration levels,
the number of keywords, the average number of citations, and the average number of bibliographic references.
Together, these indicators help provide a structural evolution, collaboration pattern, and the scientific impact of
the field over the last decade. The indicators suggest that the field is experiencing major structural shifts, with
rapid growth in publications, strengthened collaboration networks, and a diversification of research themes
across related fields, as reflected in a Scopus-based bibliometric analysis. The analysis shows a sustained
increase and identifies the dominant international collaboration networks in cybersecurity research and
education (Islam et al., 2026).

Timespan Sources Documents. Annual Growth Rate
2015:2025 452 1090 30.96 %
Authors Authors of single-authored docs International Co-Authorship ‘Co-Authors per Doc
2703 105 17.43 % 3.53

Author's Keywords (DE) References Document Average Age Average citations per doc
2162 7500 3.65 5.906

Figure 3. Publication Results Based on Bibliometric Analysis

Figure 3 shows that 1,090 documents were detected and processed from 452 source documents. The
data reveal that the domain of cybersecurity literacy research, particularly within the context of education,
learning technologies, and computer science, is evidenced by an interdisciplinary approach. The annual growth
rate suggests an increase of 30.96% in research output over the past 10 years and indicates an increased focus
and growing interest in implementing formal education addressing cybersecurity. This trend is an outcome of
the global digital transformation and the increasing exposure and vulnerability of students to security risks in
data (European Union Agency for Cybersecurity, 2023). This trajectory indicates that cybersecurity literacy is
being increasingly understood not only as a technical issue but also as an essential capability within the
educational framework of the 21st century. From the perspective of scientific collaboration, the participation of
2,703 contributors, along with a mean contribution of 3.53 per manuscript, underscores the importance of
cooperative research efforts.

This pattern mirrors worldwide trends in education and technology research, in which cross-disciplinary
collaboration is a key driver for producing pedagogical innovation (Schleicher, 2020). The international
collaboration rate of 17.43% suggests that this topic is now on the international stage. However, there are
considerable opportunities for creating cross-border collaborations. The authors selected 2,162 distinct
keywords. This diversity reflects the different theories and methods in research on cybersecurity literacy, from
research on teaching and learning to research on the development and enhancement of digital competencies.
The presence of 7,500 references indicates that the research has comprehensive coverage of former studies.
The average age of documents at 3.65 years illustrates that the research area is responsive to the emerging
challenges of the fast-changing world of technology. Furthermore, the average citation of 5,906 per document
suggests that the research field has a considerable level of impact and is growing.

These overall descriptive statistics indicate that the focus on cybersecurity literacy in education has
strategically gained momentum, especially in the last few years. Because of this, it has become an area with
high potential for future research. This is especially true for applying different teaching techniques, such as
Problem-Based Learning, to design relevant Practical e-learning modules for youth. This sustained pattern of
growth of research interest in the field indicates that, concurrently, cybersecurity literacy has gone from being
an abstract idea to being a priority for the majority of researchers in the field of education. The overall positive
trend of research interest in the field, particularly since 2019, with the first research period of 2015-2017,
indicates that productivity in this area was very low. This trend suggests that the first research phase involved
exploring the incorporation of literacy in cybersecurity education frameworks.

The analytical findings from Biblioshiny show a more consistent rise from 2018 to 2021, highlighting
growing scholarly attention to the importance of digital security in technology-mediated education. This pattern
is consistent with the results reported by Kraiwanit et al. (2025), who determined that the growing complexity
of digital threats drives the rise in cybersecurity awareness within education. The largest surge occurred from
2023 to 2025, during which the research output trajectory increased markedly, culminating in a peak at the
close of the observation period. This acceleration is likely explained by the growing need to enhance
cybersecurity skills among the younger population, especially in educational settings that are becoming
increasingly digitalized (Chiner et al., 2025). The rapidly expanding digital transformation has also prompted
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researchers to investigate more proactive, context-driven learning strategies to develop cyber risk awareness
and mitigation capabilities (Zaqueu & Mawela, 2023). However, an increase in the volume of publications does
not necessarily demonstrate the level of pedagogical integration. Several studies point out that in the formal
education systems, cybersecurity education focuses on the attainment of declarative knowledge, rather than
developing skills for problem-solving within real-world contexts (Betus et al., 2026). This shows that there
remains a critical need for a more structured approach to teaching and problem-solving, such as Problem-Based
Learning, despite the increasing body of literature. The balance of scientific rigor and impact is illustrated in the
distribution of mean annual citations shown in Figure 4.

Average Citations per Year

Cations.

Figure 4. Trend in Average Annual Citations

Figure 4 indicates that the average number of citations per article varied throughout the defined
observation period. The highest citation counts occurred at certain intervals, whereas a decline occurred in more
recent years. This effect can be explained by the aggregated nature of citations, which requires time to unfold;
thus, relatively recent papers have not yet had sufficient time to reach their full citation impact (Thuan et al.,
2026). Moreover, beyond the documents' temporal dimension, this inconsistency may also suggest that not
every publication contributes meaningful conceptual or methodological progress relevant to the development of
cybersecurity education (Donthu et al., 2021). The quantitative trajectory and dynamics of this scholarly
influence can be further clarified by examining the development of research themes.

This study of the development of research topics provides a fuller explanation of how thematic emphasis
is changing within the body of literature on cybersecurity literacy and education. In the initial period (2015-
2017), subjects including information science, computer networks, and big data were particularly salient,
indicating the growing integration of information technology and data analytics within the educational framework
at that time (Shaikh & Giing6r, 2025). Over time, especially between 2018 and 2020, themes such as computer
science education and data security became more prominent, suggesting a change in discussion from technical
matters toward educational and curricular domains. More meaningful changes occurred after 2021, as terms
such as cybersecurity education, cybersecurity, students, and educational computing appeared more frequently
and for longer periods. This reflects a shift in the research framework from a basic focus on technical
considerations to the full integration of cybersecurity into structured educational contexts (Ali et al., 2025). This
pattern is consistent with research suggesting that, in educational settings, cybersecurity studies increasingly
view learners as active participants in digital learning rather than passive entities requiring protection (Ulven &
Wangen, 2021).

The current discourse on Al and its relation to teaching methods indicates a convergence in the
thoughtful application of advanced technologies and educational frameworks in the technology education
research context, in accordance with the demands for flexible and personalized learning in the digital age
(Almasri, 2024). However, themes that incorporate both Problem-Based Learning and related digital module
designs, along with elements of Cyber Security Literacy, have not yet surfaced as a prominent cluster. This
suggests a significant gap in the related body of knowledge and the potential for further research. An analysis
of the available conceptual framework in this area is undertaken through cluster mapping of document
integration, which illustrates how references connect through documents to construct thematic categories; the
graphical representation of the clusters is included in Figure 5.
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Figure 5. Research Clusters Based on Bibliographic Coupling Analysis

Figure 5 shows cluster distribution over two main dimensions: centrality, which indicates how connected
topics are, and impact, which reflects the strength of influence or contribution to the field. Upper-right clusters
are high centrality and high impact, represented by clusters of cybersecurity, cybersecurity education, and
education. This indicates that cybersecurity education is a main focus of current research (Liu et al., 2025).
Lower-right clusters, such as curriculum, applied cryptography, and backward design, show high centrality but
lower impact. This indicates that curriculum and instructional design are becoming more prominent yet are still
not fully incorporated into the mainstream discourse. They still lack the conceptual integration in the discourse
of cybersecurity literacy (Ahmed et al., 2024).

They are, like serious games, experiential learning, and gamification, substantial alternative
contributions to pedagogy, yet remain peripheral to mainstream scholarship. Game-based learning and
gamification have been used within cybersecurity education to improve students' engagement, motivation, and
understanding of conceptual security within the context of practical application, although the focus is often
limited to higher education and particular technical skills (Bostrom et al., 2024; Pramod, 2024). Paradoxically,
within these groups, although there is a high emphasis on innovative learning approaches, the intentional
convergence of cybersecurity literacy, problem-based learning, and e-module development has not yet appeared
as a dominant group with high centrality and high impact. This reveals a state of conceptual fragmentation in
relation to the discipline of cybersecurity, whereby the integration of content, curriculum, and the design of
active learning strategies is still in the early stages. This provides an opportunity for more integrative research
to be conducted within this area. Overall, using document coupling to create cluster mappings revealed both
central and peripheral themes and illustrated that within the literature, the integration of the technical and
pedagogical aspects is less than optimal. This finding illustrates the importance of designing a learning model
that aligns the three elements and incorporates a Problem-Based Learning approach in the development of a
contextual cybersecurity literacy e-module for adolescents. The mapping of the co-occurrence of keywords was
used to perform an in-depth analysis of the existing conceptual framework of cybersecurity and the related
literature. This type of mapping shows the semantic connections between topics in the existing scientific
literature. Figure 6 shows the map of this network.
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As illustrated in Figure 6, multiple interconnected clusters emerge, capturing the thematic structure of
research regarding educational cybersecurity literacy. In the center of the network, the node 'cybersecurity'
reflects the most captured and interconnected research and denotes its presence across multiple research
domains. The red cluster includes subjects related to machines and systems, such as machine learning and
intrusion and anomaly detection, as well as systems and embedded systems. This reflects the overwhelming
representation of automated threat and modern security systems in the literature (Domalewska et al., 2025).
This cluster suggests that the predominant focus of academic research is still on technological and systems-
level solutions to the challenges of cybersecurity, particularly in the context of threat identification and mitigation
(Larena-Luengo et al., 2025). In contrast, the green cluster focuses on the user and the behavioral side of
things, with phrases including awareness, computer security, and digital literacy, and includes students and
adults, showing increased emphasis on the human side and the role of cybersecurity awareness within the
classroom. The blue cluster presents the interstitial issues dichotomized by cyberattacks, data privacy, and
information that connect the technical and the conceptual (Gutierrez & Silva, 2025). Education-related terms
such as education, training, and awareness of cybersecurity appear in several different clusters instead of a
unified and distinct group. This shows that elements of education have been incorporated but have not yet been
systematically integrated into the domain (Alt & Ibolya, 2021; Livingstone et al., 2017).

Connections between boundaries of pedagogical themes and highly technical areas remain relatively
sparse, despite the overall interconnectivity of the network. Techniques of active learning, such as Problem-
Based Learning, do not seem to appear as central or strongly interconnected nodes in the network. This finding
aligns with the results of previous bibliometric studies indicating that the design of curricula and pedagogy,
instructional strategies, and technical research in cybersecurity generally develop in parallel, as opposed to a
coordinated or integrated approach (Bada & Nurse, 2019; Truong et al., 2021), even though novel methods
such as game-based learning and collaborative learning are being examined increasingly.

This pattern suggests that multiple pathways exist for the continued refinement of academic discourse.
These pathways include: 1) the technical dimensions of cybersecurity; 2) the digital and cybersecurity awareness
of users; and 3) the conceptual and data-related aspects of privacy and cyberattacks. While there is overlap in
the network of these thematic areas, there are limitations on the degree to which they can be merged into a
single pedagogical framework. Therefore, within the context of adolescent cybersecurity, advances in technology
and pedagogical techniques continue to be viewed as separate domains (Peraza-Balderrama et al., 2024; Chiner
et al., 2025; Cavero et al., 2025). Nonetheless, earlier research has shown that active learning methods,
including Problem-Based Learning, effectively improve critical thinking, analytical reasoning, and problem-
solving abilities in real-world learning settings (Arianto et al., 2025), suggesting substantial prospects for future
integrative research.

CONCLUSION

This study seeks to clarify research trends, theoretical frameworks, and intellectual progressions in
cybersecurity literacy within educational settings by conducting a bibliometric analysis of publications indexed
in Scopus. The findings indicate a marked rise in scholarly attention worldwide over the past decade, with this
growth especially concentrated in fields connected to technical cybersecurity, cybersecurity education, and
digital educational technologies. Nevertheless, the assessment identified clear conceptual limitations, particularly
the insufficient integration of cybersecurity literacy with pedagogical approaches that effectively support
adolescents' learning pathways. Prior studies emphasize the significance of technical skills and awareness.
However, the use of systematic instructional designs, particularly Problem-Based Learning (PBL) operationalized
through e-modules, remains underexplored. Accordingly, this study provides significant insights into advancing
cybersecurity literacy by differentiating between the technical and pedagogical domains and considering the
deployment of problem-based learning (PBL) e-modules as a method of enhancing the pragmatic dimension of
cybersecurity. This study also describes a foundational structure for the development of future studies in this
area. It also offers pragmatic guidance for instructors and educational planners on designing and developing
appropriate, flexible cybersecurity literacy modules that are most relevant to the needs of the contemporary
digital environment.
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